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This documents explicitly orders the recommended parameter sets by priority and provides the se-
curity goals for them.

Recommended parameter sets

We recommend the following parameter sets (in bits) depending on the user’s requirements to the overall
security level and the need of extra features of nonce-misuse resistance and quick tag update.

Priority Name leIflz?ufh Ezggﬁ le}z%h Comment

1 paeql28 128 96 128 128-bit security

2 paeq64 64 64 64 64-bit security

3 paeq80 80 80 80 80-bit security

4 paeql28-t 128 128 512 128-bit security with quick tag update

128-bit security with nonce-misuse

5 paeql28-tom | 128 256 512 and tag gp date options

6 paeql60 160 128 160 160-bit security

The reference implementation can be easily tuned to support other parameter sets, e.g. (256,128,128)
for 128-bit security with 256-bit keys.

Security goals

Here we formulate the security goals for our recommended parameter sets.

Cipher
paeq64 | paeq80 | paeql28|paeql28-t | paeql28-tnm | paeql60
Confidentiality for the plaintext 64 80 128 128 128 160
Integrity for the plaintext 64 80 128 128 128 160
Integrity for the associated data| 64 80 128 128 128 160
Integrity for 64 80 128 128 128 160
the public message number




